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BACKGROUND

ü Increasing adoption of ICT in the maritime industry with enhanced

monitoring and communication capabilities .

ü However, increased connectivity introduces cyber risks:

V Shipboard OT systems subject to cyber attacks ;

V Disrupt safe operations of a vessel and cause catastrophic

consequences .

ü Need to establish a guideline for cyber risk management on shipboard OT

systems so that

V Ship owners can use it as the recommended best practices for

adoption ;
V Maritime authorities can use it to perform vessel inspections .



STATE-OF-THE-ART

ü Many regulations and industry guidelines on maritime cyber risk mitigation
strategies from various sources (e .g . IMO, BIMCO, ENISA, DNV, ABS, IET

etc .).

ü Singapore lacks its own guideline that can be easily referred to and

adopted by maritime authorities and ship owners .



OUR MISSION

ü Investigate cyber risksin shipboard OT systems [1st webinar, 18 Dec 2020]

ü Study the existing guidelines for cyber riskmanagement [todayõswebinar]

ü Propose our mitigation measures against cyber risks[todayõswebinar]

ü Produce a new guideline for Singaporeõscontext [3rd webinar, Aug 2021]

VConsider the balance of riskvs costs;

VTake a tiered security approach for major shipboard systems;

VMake it easy for adoption by ship owners and enforcement by maritime

authorities .



LIST OF SHIPBOARD OT SYSTEMS AND SUB-SYSTEMS

Communication Systems

Á Satellite Communication 
System

Á Integrated Communication 
System

Á Voice Over Internet 
Protocol

Á Wireless LAN

Propulsion, Machinery & 
Power control Systems

Á Engine governor 
system

Á Fuel oil system
Á Alarm monitoring 

and control system
Á Power Management 

System
Á Emergency 

generator and 
batteries

Navigation Systems

Á ECDIS
Á RADAR
Á AIS
Á GPS
Á DPS
Á GMDSS
Á VDR
Á INS Cargo Management 

Systems

Á Cargo control room
Á Ballast water system



A Study of Existing Guidelines for Maritime Cyber Risk 
Management

Presenter: Priyanga Rajaram



u IMO (International Maritime Organization)

u BIMCO (Baltic and International Maritime Council)

u ENISA(European Network and Information Security Agency)

u DNV (Det Norske Veritas)

u ABS(American Bureau Of Shipping)

u IET(Institution of Engineering and Technology)



IMO (International Maritime Organization)

u Guidelines On Maritime Cyber RiskManagement - Published in 2017.

u The guidelines are intended for all maritime organizations .

u High-level recommendations for maritime cyber riskmanagement are provided .

u Elements of cyber riskmanagement :

o Cyber riskmanagement should start at the senior management level .

o Assessing and comparing an organization's current and desired cyber risk

management postures .



Functional Elements Of Cyber Risk Management

IDENTIFY PROTECT DETECT RESPOND RECOVER



BIMCO (Baltic and International Maritime 

Council)

u Guidelines on Cyber Security Onboard ShipsðPublished in 2020.

u The guidelines aim to :

o Improve safety and security of the maritime ecosystem .

o Help in the development of a proper cyber riskmanagement strategy .

o Provide advice on how to respond to and recover from cyber incidents .

u Addresses the major cyber risks in shipboard systems and provides actionable good 

practices to protect ships from threats.





Some of the guidelines given were :

u Access lists to network systems can be used to implement the companyõs

security policy . Thishelps ensure that only appropriate traffic will be allowed via a

controlled network or subnet , based on the control policy of that network or

subnet .

u It is recommended that routers are secured against incidents and unused ports

should be closed to prevent unauthorized access to systems or data .

u Networks that provide suppliers with remote access to navigation and other OT

systemsõsoftware on board, remote system updates/servicing, should be

controlled .

u Areas containing sensitive OT or IT control components should be securely

locked , security and safety critical equipment and cable runs should be

protected from unauthorized access, and physical access to sensitive user

equipment (such as exposed USBports on bridge systems) should be secure .

u Ensure that the exchange of sensitive information via email or by voice is
appropriately protected to ensure confidentiality and integrity of data, e.g .,

encryption protection .




