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BACKGROUND

➢ Increasing adoption of ICT in the maritime industry with enhanced

monitoring and communication capabilities.

➢ However, increased connectivity introduces cyber risks:

✓ Shipboard OT systems subject to cyber attacks;

✓ Disrupt safe operations of a vessel and cause catastrophic

consequences.

➢ Need to establish a guideline for cyber risk management on shipboard OT

systems so that

✓ Ship owners can use it as the recommended best practices for

adoption;
✓ Maritime authorities can use it to perform vessel inspections.



STATE-OF-THE-ART

➢ Many regulations and industry guidelines on maritime cyber risk mitigation
strategies from various sources (e.g. IMO, BIMCO, ENISA, DNV, ABS, IET

etc.).

➢ Singapore lacks its own guideline that can be easily referred to and

adopted by maritime authorities and ship owners.



OUR MISSION

➢ Investigate cyber risks in shipboard OT systems [1st webinar, 18 Dec 2020]

➢ Study the existing guidelines for cyber risk management [today’s webinar]

➢ Propose our mitigation measures against cyber risks [today’s webinar]

➢ Produce a new guideline for Singapore’s context [3rd webinar, Aug 2021]

✓ Consider the balance of risk vs costs;

✓ Take a tiered security approach for major shipboard systems;

✓ Make it easy for adoption by ship owners and enforcement by maritime

authorities.



LIST OF SHIPBOARD OT SYSTEMS AND SUB-SYSTEMS

Communication Systems

▪ Satellite Communication 
System

▪ Integrated Communication 
System

▪ Voice Over Internet 
Protocol

▪ Wireless LAN

Propulsion, Machinery & 
Power control Systems

▪ Engine governor 
system

▪ Fuel oil system
▪ Alarm monitoring 

and control system
▪ Power Management 

System
▪ Emergency 

generator and 
batteries

Navigation Systems

▪ ECDIS
▪ RADAR
▪ AIS
▪ GPS
▪ DPS
▪ GMDSS
▪ VDR
▪ INS Cargo Management 

Systems

▪ Cargo control room
▪ Ballast water system



A Study of Existing Guidelines for Maritime Cyber Risk 
Management

Presenter: Priyanga Rajaram



 IMO (International Maritime Organization)

 BIMCO (Baltic and International Maritime Council)

 ENISA (European Network and Information Security Agency)

 DNV (Det Norske Veritas)

 ABS (American Bureau Of Shipping)

 IET (Institution of Engineering and Technology)



IMO (International Maritime Organization)

 Guidelines On Maritime Cyber Risk Management - Published in 2017.

 The guidelines are intended for all maritime organizations.

 High-level recommendations for maritime cyber risk management are provided.

 Elements of cyber risk management:

o Cyber risk management should start at the senior management level.

o Assessing and comparing an organization's current and desired cyber risk

management postures.



Functional Elements Of Cyber Risk Management

IDENTIFY PROTECT DETECT RESPOND RECOVER



BIMCO (Baltic and International Maritime 

Council)

 Guidelines on Cyber Security Onboard Ships – Published in 2020.

 The guidelines aim to:

o Improve safety and security of the maritime ecosystem.

o Help in the development of a proper cyber risk management strategy.

o Provide advice on how to respond to and recover from cyber incidents.

 Addresses the major cyber risks in shipboard systems and provides actionable good 

practices to protect ships from threats.





Some of the guidelines given were:

 Access lists to network systems can be used to implement the company’s

security policy. This helps ensure that only appropriate traffic will be allowed via a

controlled network or subnet, based on the control policy of that network or

subnet.

 It is recommended that routers are secured against incidents and unused ports

should be closed to prevent unauthorized access to systems or data.

 Networks that provide suppliers with remote access to navigation and other OT

systems’ software on board, remote system updates/servicing, should be

controlled.

 Areas containing sensitive OT or IT control components should be securely

locked, security and safety critical equipment and cable runs should be

protected from unauthorized access, and physical access to sensitive user

equipment (such as exposed USB ports on bridge systems) should be secure.

 Ensure that the exchange of sensitive information via email or by voice is
appropriately protected to ensure confidentiality and integrity of data, e.g.,

encryption protection.



ENISA (European Network and Information Security 
Agency)

► Analysis of Cyber Security Aspects in the Maritime Sector - Published in 2011.

► The report highlights the challenges in maritime cyber security.

► Recommendations are provided to help improve the security of the maritime

ecosystem.

► Some of the challenges addressed:

o Low awareness and focus on maritime cyber security

o Complexity of the maritime ICT environment

o Fragmented maritime governance context

o Inadequate consideration of cyber security in maritime regulation

o No holistic approach to maritime cyber risks

o Overall lack of direct economic incentives to implement good cyber security in

maritime sector

o Inspiring initiatives, a call for collaboration



► Good practices for cybersecurity in the maritime sector - Published in 2019.

► Their focus was on port cybersecurity, targeting those in charge of the port

ecosystem.

► The main objectives were to provide a set of good practices to ensure the

cybersecurity of port ecosystem.

Key findings of the report are mentioned below:

o Ports have been undergoing a digital transformation.

o The challenges faced by the ports in cybersecurity, both in the Information

Technologies (IT) and Operation Technologies (OT) worlds.

ENISA (European Network and Information Security 
Agency)



Policies

► Security policy and organisation

► Risk and Threats management

► Security and privacy by design

► Cyber resilience (Business continuity and

crisis management)

► Asset inventory and management

Organizational practices

► End points protection and lifecycle

management

► Vulnerabilities management

► Human Resource Security

► Supply chain management

► Detection and Incident response

► Control and auditing Security measures to

control IT and OT

► IT and OT physical protection

Technical measures

► Network security

► Access control

► Administration and 

Configuration Management

► Threat management

► Cloud security

► Machine-to-machine security

► Data protection

► Update management

► Industrial control systems

security

► Backup and restore

► Detection and monitoring



Under network security, some of the technical measures given were:

► Define a network segmentation architecture to limit the propagation of attacks

within the port systems and avoid direct access from the Internet to very critical

port systems such as VTS/VTMIS and security systems.

► Perform regular network scans to detect unauthorised and malicious networks
(WIFI for example) as well as end-devices acting as bridges between two

segregated zones (with interfaces in two network zones for example).

► Define perimetric security, with filtering rules.



DNV (Det Norske Veritas)

 Cyber Security Resilience Management For Ships and Mobile Offshore Units in

Operation - Published in 2016.

 The recommended practices are built on recognized guidelines issued by IMO,

BIMCO.

 A practical guideline for those responsible for cybersecurity in their respective

organisations.

 Recommendations have been given on the following topics:

o Cyber security assessment

o Cyber security improvements

o Verification and Validation



Some of the technical improvement measures given were:

► Network segregation is a common best practice on board vessels depending

on the criticality of networked devices.

► Factory default accounts and passwords should not be allowed on any device.

► Hardening secure remote connections – remote connections to both IT and OT

systems shall be tightly controlled.

► Software configuration management - Tracking of software changes should be

included in a management of change process.

► Software patch management will help to limit the effectiveness of attackers who
enjoy the ease of exploiting known vulnerabilities that are in the public domain.



ABS (American Bureau of Shipping)

 Guidance notes on The Application of Cybersecurity Principles to Marine and

Offshore Operations – Published in 2016.

 Provides advice on cybersecurity practices for marine operations.

 The guidance notes are organised as best practices and recommendations for

the three sets of capabilities.

o Basic capability set

o Developed capability set

o Integrated capability set

 Categories of capabilities - practices, programs & processes and Protected

resources & access and risk understanding & Management.



Integrated capability set include execute capital planning and

investment control, implement architecture management,

provide secure engineering, exercise communications

management.



Under protect operational technology of the developed capability set, best practices

and recommendations are given as shown below:

► The organization integrates security requirements into operational technology

safety cases, so that security testing will not invalidate or adversely affect safety

tests, but while also including security as a fundamental part of system and

human safety considerations.

► The organization restricts and filters all traffic from IT-based control systems to
operational and process technology systems, so that authentication and

verification of commands occurs outside the OT systems, software and

appliances.

► The organization uses signed copies of software updates to its systems, working

only with manufacturers to obtain system updates and patches.

► The organization architects protective devices between information technology

networks and operational technology networks to limit traffic types, protocols,

and origins, and to trace and log all traffic into the operational technology

network.



IET (Institution of Engineering and Technology)

 IET, a multidisciplinary professional engineering institution, published a “Code of

Practice Cyber Security for Ships” in 2017.

 Aimed to help those with responsibility for protecting the ships and those involved in

the design and development of ships.

 This document provides actionable good practice advice on areas, such as:

o Developing a Cyber Security Assessment and Plan

o Devising the most appropriate mitigation measures

o Having the correct structures, roles, responsibilities, and processes in place

o Managing security breaches and incidents



Good practices advised under Devising mitigation measures include:

 People – Identify high risk positions - Who needs access to the ship data and systems? And 
what types of access are required?

 Physical - It is necessary to have in place physical security which prevents unauthorized 
access to sensitive ship systems, for example: IT equipment accessing or storing sensitive 
information.

 Process - Regularly reviewing access privileges to ensure that individuals privileges are 
consistent with their job roles and functions and regularly reviewing systems logs and the 
investigation of anomalies.

 Technological - An appropriate architecture is employed; appropriate management, 
support and maintenance is available from both the ship's engineering teams and the 

system vendors, to maintain system security and performance; appropriate protection is 
provided to prevent IT control and security systems becoming infected with malware; 
wherever possible the critical security systems operate over a segregated infrastructure; and 
appropriate encryption technology should be used to protect the data/ information whilst 
at rest, in use or in transit.



Conclusions From The Study Of Existing 

Guidelines

 From the study of existing guidelines for maritime cybersecurity, we found few

similarities among those guidelines:

o The main groups of target audience focused on these guidelines are those at

the management/decision-making level and operator level.

o One of the main focuses of the guidelines is on the cybersecurity assessment

of ships.

 Through the study of existing guidelines, we saw the need to develop a set of

guidelines that target those who are directly responsible for the day-to-day

operations and security of shipboard OT systems e.g. engineers and IT/OT system

specialists.

 Our new guidelines are aimed at providing specific technical and actionable

mitigation measures for the major cyber risks identified in the four shipboard OT

systems.



A  Study of Mitigation Measures for Cyber Risks in 
Shipboard OT Systems

Presenter: Ruchitha Dumbala



COMMUNICATION SYSTEMS

▪ Satellite communication system

▪ Integrated communication system

▪ Voice over internet protocol

▪ Wireless LAN

Presenter: Ruchitha Dumbala



SATELLITE COMMUNICATON SYSTEM & INTEGRATED 

COMMUNICATION SYSTEM

software is 

not updated
Firewalls

Authenticity 

of Vendor
VPN

Latest software 

version

Log the 

updates

Mitigation Measures

Default 

credentials

Mitigation Measures

Change passwords 

regularly

Strong 

password

Cross-site 

Scripting

Mitigation Measures

Test Web Interface

Proper Input 

Sanitization

Content 

Security Policy

Output data 

encoded



SATELLITE COMMUNICATON SYSTEM & INTEGRATED 

COMMUNICATION SYSTEM

Phishing Emails
Mitigation Measures Train Crew

Anti-

Malware

email 

Encryption
S/MIME 

Weak 

Protocols
Mitigation Measures Secure 

protocols

FTP Access
Change default 

credentials

Block FTP 

Access
SATCOM 

Terminal

Firewall

SSHv2

HTTPS

Mitigation Measures



VOICE OVER INTERNET PROTOCOL (VOIP)

Denial-of-

Service attack

SIP AWARE 

Firewall

Eavesdropping Encryption

Vishing Train Crew

Mitigation Measures

Mitigation Measures

Mitigation Measures



WIRELESS LOCAL AREA NETWORK (WLAN)

Tampering
Mitigation Measures Secure Access 

Points

Eavesdropping
Mitigation Measures Stronger 

Encryption

WPA2

WPA3

Denial-of-

Service attack

Mitigation Measures
Intrusion Detection 

Systems
Firewall

Anti-

Malware



PROPULSION, MACHINERY AND POWER CONTROL SYSTEMS
▪ Engine governor system

▪ Fuel oil system

▪ Alarm monitoring and control system

▪ Power Management System

▪ Emergency generator and batteries

Presenter: Ruchitha Dumbala



PROPULSION, MACHINERY & POWER CONTROL SYSTEMS

USB ports
Mitigation Measures

Port Blockers Anti-Virus

Man-in-the-Middle 

(MITM) attack

Physical security 

measures

Serial-to-IP 

Convertor
Software Update

Verify 

Authenticity of 

Vendor 

Updates

Secure VSAT



NAVIGATION SYSTEMS

AIS

Radar

GPS

VDR

GMDSS

ECDIS

DPS

INS
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ELECTRONIC CHART DISPLAY AND INFORMATION 

SYSTEM (ECDIS)

USB ports Virus
Mitigation Measures

Anti-Virus

Unauthorized

Access
Denial-of-

Service (DOS)

Mitigation Measures Allow Known IP 

addresses
Firewalls

Spoofing
Mitigation Measures

Encryption
Serial-to-IP 

Convertor NMEA Network



RADIO DETECTION AND RANGING (RADAR)

Virus-laden 

email 

Captain’s 

computer
Mitigation Measures Anti-Virus

SMB 

Vulnerabilities

Man-in-the-

Middle attack
Mitigation Measures SMB Signing

Operating 

system



AUTOMATIC IDENTIFICATION SYSTEM (AIS)

Fake Tower Spoofing 
Mitigation Measures Location of 

Transmission 

Rfeye

Application
TDOA

Transmission 

time delay
Replay attack 

Mitigation Measures Monitor 

Timestamps 

SOTDMA 

protocol 

Switch 

Frequency 
Frequency 

Hopping attack 
Mitigation Measures

Adopt PKI 

Schema 
X.509



GLOBAL POSITIONING SYSTEM (GPS)

Fake GPS 

Signals 
GPS Spoofing 

Mitigation Measures Detect Spoofed 

Signals 

Absolute power 

monitoring

Spatial 

Processing

Signal 

Interference 
GPS Jamming 

Mitigation Measures Detect 

Jammers 
Spectrum 

Monitoring



DYNAMIC POSITIONING SYSTEM (DPS)

Network Strom 
Denial-of-

Service attack 
Mitigation Measures Firewall

False Signals Spoofing Mitigation Measures Detect Spoofed 

Signals 

Unauthorised 

Access
Backdoor Mitigation Measures

Anti-Malware



GLOBAL MARITIME DISTRESS AND SAFETY SYSTEM 

(GMDSS)

Malicious 

Firmware 
Spoofing

Mitigation Measures
DKIM Puttygen tool

Plain text 

messages
Eavesdropping

Mitigation Measures
Encryption

Network 

Systems

Denial-of-

Service attack 

Mitigation Measures
Firewall



VOYAGE DATA RECORDER (VDR)

USB ports Malware Mitigation Measures Anti-Malware

Vulnerabilities
Remote Code 

Execution

Mitigation Measures Updated 

Versions
VR-7000



INTEGRATED NAVIGATION SYSTEM (INS)

Low Encryption
Man-in-the-

Middle 
Mitigation Measures

Secure 

Operating 

System

Strong 

Cryptography

Unauthorised

Access

Remote Code 

Execution

Mitigation Measures
Update 

Operating 

System

SMB-3.1.1



CARGO 
MANAGEMENT 

SYSTEMS

• Cargo control room

• Ballast water system

Presenter: Ruchitha Dumbala



CARGO CONTROL ROOM & BALLAST WATER 

SYSTEM

Virus Phishing emails Ransomware
Mitigation Measures

Anti-Virus

Malware
False 

command

Mitigation Measures
Anti-Malware



SUMMARY Communication Systems

▪ Satellite Communication 
System

▪ Integrated Communication 
System

▪ Voice Over Internet 
Protocol

▪ Wireless LAN

Propulsion, Machinery & 
Power control Systems

▪ Engine governor 
system

▪ Fuel oil system
▪ Alarm monitoring 

and control system
▪ Power Management 

System
▪ Emergency 

generator and 
batteries

Navigation Systems

▪ DPS
▪ GMDSS
▪ VDR
▪ INS

Cargo Management 
Systems

▪ Cargo control room
▪ Ballast water system

▪ DPS
▪ GMDSS
▪ VDR
▪ INS

RISKS:
➢ USB
➢ LAN
➢ Software
➢ Receiver

➢ Computer Systems
➢ VHF
➢ Network Switch
➢ SMB

➢ Terminal
➢ Modems
➢ NMEA Network

MEASURES:
➢ Anti-

Virus/Malware
➢ Firewall
➢ VPN
➢ Train crew

➢ Encryption
➢ Port Blockers
➢ Serial-to-IP 

converter
➢ SMB Signing

➢ Spectrum 
Monitoring

➢ Absolute 
Power 
Monitoring



Thank You

Q&A


