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About 
 

Event: Think-in is a one-day event focusing on the theme “Design of safe and secure Cyber Physical 

Systems (CPS).”  Think-in is held during the second SCy-Phy Systems Week. It is organised by iTrust 

with support from the Ministry of Defence and local and abroad participation from several Singapore 

government and private organisations. Think-in includes a sequence of four brainstorming sessions. 

Each session is devoted to a specific sub-topic led by a panel of experts. Experts present key issues 

within the sub-topic and the state of the art techniques and tools to address these issues. Brief 

presentations by the panellists are followed by discussions involving key discussants as well as all event 

attendees. This discussion is expected to lead to proposals for further research and potential 

international collaborations. The entire discussion during the first day will be summarised and 

compiled into a report. 

 

Participants: The Think-in is a by-invitation-only event. Several leading researchers have agreed to 

participate. In addition, a selected set of engineers and managers from various private and Government 

institutions in Singapore will also participate. 

 

 

Issues of interest 
 

Think-in is divided into four sessions. A list of suggested issues for panellists of each session is provided. 

In addition, panellists are encouraged to address issues, in addition to those listed below, they consider 

important.  

 

The overall context of the entire Think-in event is critical infrastructure that includes power grid, water 

treatment and distribution, transportation and flood control, and selected applications of Cyber-

Physical Systems (CPS) such as digital manufacturing, and health care.  Panellists are welcome to 

discuss the potential impact of IoT on the operation of large public infrastructure. While research 

already published is of interest, we hope that participants will primarily focus on the future aimed at 

identifying unsolved problems in a realistic context. 

 

Session I: Threats 

Attacker models for CPS, attack vectors and consequences, process knowledge required by the attacker, 

privacy for end users; impact of IoT in CPS. 
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Session II: Defence 

Intrusion and anomaly detection, system integrity verification, hardening of legacy systems, novel 

defence mechanisms using physics-based models, security by design, attestation; control consequent to 

detection. 
 

Session III: Models 

Physical process modelling and simulation for security, formal modelling of system states and transitions, 

static and dynamic models, inclusion of time, validation, test generation 
 

Session IV: Safe and Secure Controls 

Control while under attack, reconfigurable control to mitigate attacks, attack resistant controls and their 

limits, attack detection via control algorithms 

 

Think-in Attendees 
 

Panellists 

 Alvaro Cardenas, Assistant Professor, UT Dallas 

 Lorenzo Cavallaro, Associate Professor, Royal Holloway, University of London 

 Deeph Chana, Deputy Director, Imperial College London 

 Eunsuk Kang, Post-doc, UC Berkeley 

 Marina Krotofil, Cyber Security Researcher, Honeywell Cyber Security Lab 

 Bruce McMillin, Professor, Missouri University of Science and Technology 

 Indrakshi Ray, Professor, Colorado State University 

 Dawn Tilbury, Professor, University of Michigan 

 Daniel Trivellato, Product Manager, SecurityMatters 

 Luca Viganò, Professor, King’s College London 

 Saman Aliari Zonouz, Assistant Professor, Rutgers University 
 

Discussants 

 Abian Manuel Blome, Siemens AG 

 Binbin Chen, Advanced Digital Sciences Centre, Singapore 

 Leon Cheng, Ministry of Defence 

 Jonathan Goh, Singapore University of Technology and Design 

 Khurum Nazir Junejo, Singapore University of Technology and Design 

 Lim Hwee Kwang, National Research Foundation 

 Ganesh Narayanan, Ernst & Young 

 Martin Ochoa, Singapore University of Technology and Design 

 Giedre Sabaliauskaite, Singapore University of Technology and Design 

 Ee Sin Tan, PUB 

 Yu Chien Siang, Certis CISCO 

 Jianying Zhou, Institute for Infocomm Research 
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Agenda 
 

8:00 - 9:00am Arrival and Registration 

9:00 - 9:05am Welcome and Introduction: Aditya Mathur 

9:05 - 9:20am Opening Remarks: Chief Defence Scientist Mr Quek Gim Pew 

 

9:20 - 10:45am Session I: Threats 

Moderator:  Nils Tippenhauer (SUTD) 

Panellists:  

 Deeph Chana (Imperial College) 

The Multifaceted Nature of Threats and Risks 

 Marina Krotofil (Honeywell Cyber Security Lab)  

Mind the Gap: What We Don't Know about CPS Threats Yet 

 Bruce McMillin (Missouri University of Science and Technology) 

Unified Cyber-Physical Threat Detection 

 

Discussants:  

 Leon Cheng (MINDEF) 

 Giedre Sabaliauskaite (SUTD) 

 Yu Chien Siang (Certis CISCO) 

 

10:45 - 11:15am Tea/Coffee Break 

 

11:15 - 12:45pm Session II: Defence 

Moderator:  Stefano Galelli (SUTD) 

Panellists:  

 Lorenzo Cavallaro (Royal Holloway, University of London)  

Misleading Metrics: On Evaluating Machine Learning for Malware with 

Confidence 

 Daniel Trivellato (SecurityMatters) 
Aren't We Forgetting Someone? 

 Saman Aliari Zonouz (Rutgers University)  

Proactive Cyber-Physical Intrusion Response 

 

Discussants:  

 Lim Hwee Kwang (NRF) 

 Binbin Chen (ADSC) 

 Ganesh Narayanan (EY) 

 

12:45 - 2:00pm Lunch [SUTD] 
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2:00 - 3:30pm Session III: Models 

Moderator:  Sun Jun (SUTD) 

Panellists:  

 Eunsuk Kang (UC Berkley) 

Architectural and Design Analysis for Secure Cyber-Physical Systems 

 Indrakshi Ray (Colorado State University) 

Specification and Analysis of Cyber-Physical Systems 

 Luca Viganò (King's College London) 

Formalising and Reasoning about Socio-Technical Security 

 

Discussants:  

 Jonathan Goh (SUTD) 

 Khurum Nazir Junejo (SUTD) 

 Zhou Jianying (I2R) 

 

3:30-3:45pm Tea/Coffee Break 

 

3:45-5:15pm Session IV: Safe and Secure Controls 

Moderator:  David Yau (SUTD) 

Panellists:  

 Alvaro Cardenas (UT Dallas) 

Performance of Control Systems under Undetected Attacks 

 Yilin Mo (NTU) 
Secure Information Fusion in Cyber-Physical Systems 

 Dawn Tilbury (University of Michigan) 

Detection and Mitigation of Faults and Attacks using Multi-Observers 

 

Discussants:  

 Abian Manuel Blome (Siemens AG) 

 Martin Ochoa (SUTD) 

 Tan Ee Sin (PUB) 

 

5:15-5:40pm Summary: Lim Soon Chia (CSA), Aditya Mathur (SUTD) 

 

5:40pm  End of Think-in 
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Synopses & Biographies  
 
Session 1: Threats 

 

The Multifaceted Nature of Threats and Risks 
Deeph Chana, Deputy Director, Institute for Security Science and Technology, Imperial College London 

 

Synopsis: Considered in isolated technical terms threat assessment and risk analysis exercises can 

appear to reduce to fairly straight-forward quantitative/semi-quantitative procedures. However, the 

ruling-out of non-obvious threat drivers and a lack of consideration of the interconnectivity of systems 

often leads to a false sense of security with these calculations. This talk aims to outline reasons why a 

wider consideration of factors — political, societal, technical — that influence both likelihood and 

impact terms in a risk calculation need to be undertaken in any assessment/analysis exercise. 
 

Biography: Deeph has a professional background of leading the delivery of STEM 

programs in central government, industry and academia – the so called ‘triple helix. 

He has headed key national security policy teams within the UK’s Department for 

Transport and Home Office, establishing international security policies and 

regulations with reciprocal organisations around the world that are still in operation 

today. During this period, he directly briefed four UK Secretaries of State on national 

crises response including the 2005 London tube bombings, the 2006 transatlantic 

liquids explosives plot and the 2009 Northwest Airlines incident. 

 

Deeph is currently involved in the development of Imperial’s research activities in security science and 

is particularly interested in the analysis and mitigation of risks within cyber-physical infrastructure. He 

is the co-founder of the UK Government funded Research Institute in Trustworthy Industrial Control 

Systems (RITICS) and, with colleagues at SUTD, leads a new research initiative investigating methods 

for achieving 'security by design' in such systems. He is also engaged as a senior advisor and consultant 

on a number of disruptive smart-city and next-generation security technology developments in the 

commercial space, including the testing of driverless vehicles in real-world settings and the 

development of crowd analysis capabilities for airports. 

 

Deeph obtained a PhD in Physics from King’s College London in 2001. 

 

Mind the Gap: What We Don't Know about CPS Threats Yet 

Marina Krotofil, Cyber Security Researcher, Honeywell Industrial Cyber Security Lab 

 

Synopsis: (Unavailable at time of printing) 

 

Biography: Marina Krotofil is a Cyber Security Researcher at the Honeywell Industrial Cyber Security 

Lab in Atlanta, USA. Her previous experience includes working as a Senior Security Consultant at the 

European Network for Cyber Security, Netherlands and as a Research Assistant at Hamburg University 
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of Technology, Germany. Her research over the last few years has been focused on 

discovering novel attack vectors, engineering practical cyber-physical attacks and on 

the design of process-aware defensive solutions and risk assessment approaches.   

 

Marina is the author of more than 15 academic papers and several whitepapers on 

cyber-physical security. She is also the author of the Damn Vulnerable Chemical 

Process framework – an open-source platform for cyber-physical security experimentation based on the 

realistic models of chemical plants. Marina teaches workshops on cyber-physical exploitation and is a 

frequent speaker at the leading security stages around the world. She holds a MBA in Technology 

Management, MSc in Telecommunication and MSc in Information and Communication Systems. 

 

Unified Cyber-Physical Threat Detection 

Bruce McMillin, Missouri University of Science and Technology 

 

Synopsis: Threats to Cyber Physical Systems (CPS) can be in the form of cyber-enabled physical attacks, 

or physically-enabled cyber attacks, or both. Too often, threat detection relies on treating the cyber and 

physical components as layers, missing the complex interactions that can occur.  In this thought session 

we postulate that existing information models can be extended to unify both the cyber and physical 

aspects of a CPS and that threats are really disruption of information flow.      

 
Biography: Dr. Bruce McMillin is currently a Professor of Computer Science, 

Associate Dean of Engineering and Computing, director of the center for 

information assurance, and a senior research investigator in the Intelligent 

Systems Center at the Missouri University of Science and Technology.  He leads 

and participates in interdisciplinary teams in formal methods for fault tolerance 

and security in distributed embedded systems with an eye towards critical 

infrastructure protection. His current work focuses on protection for advanced power grid control.  His 

research has been supported by the United States NSF, AFOSR, DOE, NIST and several Missouri 

Industries. Dr. McMillin has authored over 100 refereed papers in international conferences and 

journals.  He is leading the distributed grid intelligence project of the Future Renewables Engineering 

Research Center, and advanced smart grid architecture.  He is a senior member of the IEEE and member 

of the IFIP WG 11.0 on Critical Infrastructure Protection, and member and contributor to the SGIP Smart 

Grid Interoperability Panel. He currently serves in the IEEE Computer Society’s Board of Governors and 

as the Vice Chair of Membership and Geographic Activities for the Special Technical Communities. 

 
Session 2: Defence 

 

Misleading Metrics: On Evaluating Machine Learning for Malware with Confidence 

Lorenzo Cavallaro, Associate Professor, Information Security Group (ISG) at Royal Holloway, University of 

London 
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Synopsis: Malicious software (malware) represents one of the most pressing threats affecting the 

security of the Internet and its users, and the need for automated learning-based approaches has 

become rapidly clear. Machine learning has long been acknowledged as a promising technique to 

identify and classify malware threats; such a powerful technique is unfortunately often seen as a black-

box panacea, and results---often performed only in lab settings---are taken without questioning their 

quality. Even worse, little effort is made to understand whether deployed machine learning algorithms 

decay in real-world settings, which further blurs the effectiveness of such approaches in a context in 

which data distribution and classes change steadily. As a first step towards addressing these 

shortcomings, this think-in session introduces conformal evaluator (CE), a framework to assess the 

quality of machine learning tasks. In particular, CE defines statistical metrics to build assessment 

analyses that measure, for a given algorithm under evaluation (AUE), statistical data distribution 

according to the AUE, and statistical confidence of the AUE choices. When the effort is initially spent on 

designing and evaluating machine learning in lab settings, such analyses offer the opportunity to see 

overlapping classes and understand how data points are distributed around decision regions and 

boundaries (generalization problem). In addition, CE’s analyses enable to address concept drift in real-

world settings, where poor statistical quality allows to identify decay in the machine learning tasks (e.g., 

new behaviour or malware family), which may suggest when to perform further model re-training or 

feature re-engineering. 

 

Biography: Lorenzo "Gigi Sullivan" Cavallaro was raised in a fantastic epoch where 

information and knowledge was meant for those who were just curious enough. He 

grew up on pizza, spaghetti, Phrack (do "smashing the stack for fun and profit" and 

"IP spoofing demystified" ring a bell to you?), and W. Richard Stevens' TCP/IP 

illustrated masterpieces. Underground and academic research interests followed 

shortly thereafter and he has never stopped wondering and having fun ever since.  

 

Lorenzo is a Reader (Associate Professor) of Information Security in the Information Security Group 

(ISG) at Royal Holloway, University of London. Prior joining the ISG, Lorenzo proudly spent time at 

Stony Brook University (Prof. R. Sekar), as a visiting PhD scholar from University of Milan, and UC Santa 

Barbara (Profs Giovanni Vigna and Christopher Kruegel) and Vrije Universiteit Amsterdam (Prof.  

Andrew S. Tanenbaum) as a Postdoc Researcher---amazing and intense years he still remembers vividly.   

 

Lorenzo's research focuses largely on systems security. To this end, he has founded and is leading the 

recently-established Systems Security Research Lab (S2Lab) within the ISG, which focuses on devising 

novel techniques to protect systems from a broad range of threats, including those perpetrated by 

malicious software. In particular, Lorenzo's lab aims ultimately at building practical tools and providing 

security services to the community at large. He is Principal Investigator and co-Investigator on a 

number of UK EPSRC- and EU-funded research projects, sits in technical program committee of top and 

well-established information security academic conferences and workshops, and has published in top 

and well-known venues. Lorenzo's Coursera MOOC on "Malicious Software and its Underground 
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Economy: Two Sides to Every Story" attracted more than 100,000 students since its pilot in 2013, which 

makes him shamelessly bragging on his pizza, spaghetti, and Phrack heritage furthermore. 

 

Aren't We Forgetting Someone? 

Daniel Trivellato, Product Manager, SecurityMatters 

 

Synopsis: Very often, when designing and developing algorithms and solutions for ICS protection we 

focus on boosting detection capabilities at the expense of usability. This clashes with ICS operators' 

demands for solutions which are reliable, yet simple to understand and require minimal effort to setup 

and operate. 

 

This short presentation provides an industry-view of the challenges faced by ICS security vendors when 

proposing solutions to end users, and the direction taken by SecurityMatters to address both needs of 

advanced detection capabilities and simplicity. 

 

Biography: Daniel Trivellato received his PhD in computer security from the 

Eindhoven University of Technology in 2012. During his PhD, he worked in 

collaboration with Thales Netherlands on the design and implementation of an 

access control framework for dynamic distributed systems.  

 

In 2012, Daniel joined SecurityMatters as a project leader; his responsibilities 

encompassed marketing and sales, account management, and the organization and management of 

deployment projects at customers. Since 2014, Daniel is product manager for SecurityMatters' network 

monitoring and analysis platform SilentDefense, and is responsible for the evolution and 

commercialization of the product. 

 

Proactive Cyber-Physical Intrusion Response 

Saman Zonouz, Assistant Professor, Electrical and Computer Engineering Department, Rutgers University 

 

Synopsis: (Unavailable at time of printing) 

 

Biography: Saman Zonouz is an Assistant Professor in the Electrical and Computer 

Engineering Department at Rutgers University since September 2014 and the 

Director of the 4N6 Cyber Security and Forensics Laboratory.  

 

His research has been awarded NSF CAREER Award in 2015, Google Security 

Award in 2015, Top-3 Demo at IEEE SmartGridComm 2015, the Faculty Fellowship 

Award by AFOSR in 2013, the Best Student Paper Award at IEEE SmartGridComm 

2013, the University EARLY CAREER Research award in 2012 as well as the Provost Research Award in 

2011. The 4N6 research is currently supported by National Science Foundation (NSF), Department of 
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Homeland Security (DHS), Office of Naval Research (ONR), Department of Energy (DOE), Advanced 

Research Projects Agency Energy (ARPA-E), Department of Education (DOE), Siemens Research, 

WinRiver, GrammaTech, Google, ETAP, and Fortinet Corporation including tech-to-market initiatives.  

 

Saman’s current research focuses on systems security and privacy, trustworthy cyber-physical critical 

infrastructures, binary/malware analysis and reverse engineering, as well as adaptive intrusion 

tolerance architectures. Saman has served as the chair, program committee member, guest editor and a 

reviewer for top international conferences and journals. Saman serves on Editorial Board for IEEE 

Transactions on Smart Grid. He obtained his Ph.D. in Computer Science, specifically, intrusion tolerance 

architectures for the cyber-physical infrastructures, from the University of Illinois at Urbana-Champaign 

in 2011. 

 

Session 3: Models 

 

Architectural and Design Analysis for Secure Cyber-Physical Systems 

Eunsuk Kang, Postdoctoral Researcher, University of California, Berkeley 

 

Synopsis: Many security failures arise from subtle, unexpected interaction between a malicious 

environment and system components. With the rise of cyber-physical systems, we face a greater 

challenge than ever; due to higher system complexity, the interaction is even harder to predict and 

reason about, and with closer proximity to our daily lives, the cost of a security failure may be 

catastrophic. 

 

In this talk, I will describe how a combination of techniques from safety engineering, formal methods, 

and computer security can be used to model and reason about the security of a cyber-physical system, 

ideally before it is fully implemented and deployed into an adversarial environment. I will show how 

design-time analysis may be leveraged to generate potential attacks, assess their impact on the system 

safety, and suggest mechanisms for detecting and mitigating those attacks. I will also discuss some open 

challenges and research opportunities, based on our experience applying this approach to the Secure 

Water Treatment (SWaT) testbed at iTrust. 

 

Biography: Eunsuk is currently a postdoctoral researcher at the University of 

California, Berkeley. He received his PhD and SM in Computer Science from MIT, 

where he was part of the Software Design Group.  

 

He is interested in applying techniques from software engineering and formal 

methods to design and analyse complex software systems, especially ones where 

security or safety is a critical issue. 

 

Specification and Analysis of Cyber-Physical Systems 
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Indrakshi Ray, Professor, Computer Science Department, Colorado State University 

 

Synopsis: A cyber physical system (CPS) is composed of cyber and physical components and typically 

involve human interaction. The talk will focus on some of the challenges of modelling and analysing 

CPSs because of the interaction of cyber, physical, and human components, and propose some ideas 

about how to design and verify such systems so as to ensure their functional and non-functional 

properties. 

 

Biography: Indrakshi Ray is a Professor in the Computer Science Department at 

Colorado State University. She has been a visiting faculty at Air Force Research 

Laboratory, Naval Research Laboratory, and at INRIA, Rocquencourt, France. Prior 

to joining Colorado State, she was a faculty at the University of Michigan-Dearborn. 

She obtained her Ph.D. in Information Technology from George Mason University.  

 

Dr. Ray's research interests include security and privacy, database systems, and 

formal methods for software assurance. She has published over a hundred technical papers in refereed 

journals and conference proceedings with the support from agencies including Air Force Research 

Laboratory, Air Force Office of Scientific Research, National Institute of Health, National Institute of 

Standards and Technology, National Science Foundation, and the United States Department of 

Agriculture.  

 

She is on the editorial board of IEEE Transactions on Dependable and Secure Computing and Computer 

Standards and Interfaces. She has been a guest editor of ACM Transactions of Information Systems 

Security and Journal of Digital Library. She was the Program Chair of ACM SACMAT 2006, Program Co-

Chair for ICISS 2013, CSS 2013, IFIP DBSec 2003, and General Chair of SACMAT 2008. She has served on 

the program committees of various conferences including ACM SACMAT, DBSec, EDBT, ESORICS, ICDE, 

and VLDB. She is a senior member of the IEEE and a member of the ACM. 

 

Formalising and Reasoning about Socio-Technical Security 

Luca Viganò, Professor, Department of Informatics, King's College London 

 

Synopsis: In the last decades, digital security has gone through many theoretical breakthroughs, 

practical developments, worldwide deployments and subtle flaws in a continuous loop. It is mainly 

understood as a property of a technical system, which is eventually built as a tangible piece of 

technology for common people to use. It has therefore been assessed in terms of its correctness because 

it may easily go wrong, of its usability because it may be difficult to interact with, and of its economics 

because it may be inconvenient to deploy, maintain or re-deploy. However, there is an increasing 

number of ICT and CPS systems, e.g. for voting, payment, transportation or energy, whose security 

depends intrinsically on human users. The many real-world security failures due to users indicate that 

humans should not be designed completely out of the security loop and a resolution will only be found 
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by addressing the problem differently, i.e. by treating it as a true socio-technical problem rather than a 

technical one. We must understand how the two components of a system, the technical and the social, 

can better cooperate, and consider the system as a socio-technical system. 

 

This requires bootstrapping the technical approaches to formal modelling and analysis by developing an 

innovative methodology to reason about a system's security socio-technically. Ultimately, this will entail 

a view of security as multi-stakeholder (developers, users, analysts and more) and multi-faceted (not 

just correct and usable, but whenever possible also beautiful, namely inherently desirable for its users, 

and invisible, in the sense that the user’s perceived burden of complying with it be negligible). 

 

Luca Viganò graduated in Electronic Engineering at the university of his hometown, Genova, Italy, in 

1994 and received his PhD in Computer Science from Saarland University, Germany, in 1997. He held a 

senior research scientist position at the University of Freiburg, Germany, from October 1997 to 

December 2002, and one at ETH Zurich, Switzerland, from January 2003 to September 2006, when he 

was appointed Associate Professor of Computer Science at the University of Verona, Italy. He joined 

King's College London in October 2013 as a Professor of Computer Science (Software Modelling and 

Applied Logic). 

 

His research focuses on formal methods and tools for the specification, verification, and construction of 

secure systems, and on the theory and applications of non-classical and security logics. On these topics, 

he has published extensively, coordinated and participated in a large number of research and industrial 

projects, and taught several courses, tutorials and industrial courses. 

 

Biography: Luca Viganò graduated in Electronic Engineering at the university of 

his home town, Genova, Italy, in 1994 and received his PhD in Computer Science 

from Saarland University, Germany, in 1997.  

 

He held a senior research scientist position at the University of Freiburg, Germany, 

from October 1997 to December 2002, and one at ETH Zurich, Switzerland, from 

January 2003 to September 2006, when he was appointed Associate Professor of Computer Science at 

the University of Verona, Italy. He joined King's College London in October 2013 as a Professor of 

Computer Science, Software Modelling and Applied Logic. 

 

His research focuses on formal methods and tools for the specification, verification, testing and 

construction of secure systems, and on the theory and applications of non-classical and security logics. 

On these topics, he has published extensively, coordinated and participated in a large number of 

international research and industrial projects, and taught several courses, tutorials and industrial 

courses. 
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Session 4: Safe and Secure Controls 

 

Performance of Control Systems under Undetected Attacks 

Alvaro Cardenas, Assistant Professor, Department of Computer Science, University of Texas at Dallas 

 

Synopsis: While attacks on information systems have for most practical purposes binary outcomes 

(information was manipulated/eavesdropped, or not), attacks manipulating the sensor or control 

signals of Industrial Control Systems (ICS) can be tuned by the attacker to cause a continuous spectrum 

in damages. Attackers that want to remain undetected can attempt to hide their manipulation of the 

system by following closely the expected behaviour of the system, while injecting just enough false 

information at each time step to achieve their goals. In this talk, we analyse the performance of control 

systems to such types of attacks in a variety of control systems, including those designed with 

differential privacy guarantees. 
 

Biography:  Alvaro Cardenas is an Assistant Professor at the Department of 

Computer Science at the University of Texas at Dallas, where he is a member of the 

Cyber Security Research and Education Institute. He holds M.S. and Ph.D. degrees 

from the University of Maryland, College Park. Before joining UT Dallas he was a 

postdoctoral scholar at the University of California, Berkeley, and a research staff at 

Fujitsu Laboratories of America in Sunnyvale California. 

 

His research interests focus on computer security, cyber-physical systems, network intrusion detection, 

and wireless networks. He is the recipient of the NSF CAREER award, best paper awards from the IEEE 

Smart Grid Communications Conference and the U.S. Army Research Office, and a Graduate School 

Fellowship from the University of Maryland. 

 

Secure Information Fusion in Cyber-Physical Systems 

Yilin Mo, Assistant Professor School of Electrical and Electronic Engineering, Nanyang Technological 

University 

 

Synopsis: The concept of Cyber-Physical System (CPS) refers to the embedding of sensing, 

communication, control and computation into the physical spaces. Today, CPSs can be found in areas as 

diverse as aerospace, automotive, chemical process control, civil infrastructure, energy, health-care, 

manufacturing and transportation, most of which are safety critical. Any successful attack to such kind 

of systems can cause major disruptions, leading to great economic losses and may even endanger 

human lives. In this talk, we consider the problem of information fusion in CPS under the assumption 

that some components inside the CPS may be malicious. We provide several fundamental limits on the 

performance of the information fusion for various attack scenarios and design algorithms which achieve 

the limits. 
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Biography: Yilin Mo is an Assistant Professor in the School of Electrical and 

Electronic Engineering at Nanyang Technological University. He received his Ph.D. In 

Electrical and Computer Engineering from Carnegie Mellon University in 2012 and 

his Bachelor of Engineering degree from Department of Automation, Tsinghua 

University in 2007. Prior to his current position, he was a postdoctoral scholar at 

Carnegie Mellon University in 2013 and California Institute of Technology from 2013 

to 2015.  

 

His research interests include secure control systems and networked control systems, with applications 

in sensor networks and power grids. 

 

Detection and Mitigation of Faults and Attacks using Multi-Observers 

Dawn Tilbury, Associate Dean for Research, College of Engineering, University of Michigan 

 

Synopsis: (Unavailable at time of printing) 

 

Biography: Dawn M. Tilbury is currently the Associate Dean for Research in the 

College of Engineering, University of Michigan.  She received the B.S. degree in 

Electrical Engineering, summa cum laude, from the University of Minnesota in 

1989, and the M.S. and Ph.D. degrees in Electrical Engineering and Computer 

Sciences from the University of California, Berkeley, in 1992 and 1994, 

respectively.   

 

In 1995, she joined the faculty of the University of Michigan, Ann Arbor, where she is currently 

Professor of Mechanical Engineering with a joint appointment in Electrical Engineering and Computer 

Science.   

 

Her research interests lie broadly in the area of control systems, including applications to robotics and 

manufacturing systems. She has published more than 150 articles in refereed journals and conference 

proceedings.  She was elected Fellow of the IEEE in 2008 and Fellow of the ASME in 2012, and is a Life 

Member of SWE.   
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Selected Research Publications of Participants 
 

Attack detection and prevention 

 
A. Cardenas, R. Berthier, R. Bobba, J. Huh, J. Jetcheva, D. Grochocki, and W. Sanders. A framework for 
evaluating intrusion detection architectures in advanced metering infrastructures. Smart Grid, IEEE 
Transactions on, 5(2):906–915, March 2014.  

Y. Mo, J. Hespanha, and B. Sinopoli. Resilient detection in the presence of integrity attacks. Signal 
Processing, IEEE Transactions on, 62(1):31–43, Jan 2014.  

G. Howser, B. McMillin, A Modal Model of Stuxnet Attacks on Cyber-physical Systems: A Matter of Trust, 
SERE '14 Proceedings of the 2014 Eighth International Conference on Software Security and Reliability, 
pp. 225-234 

K. Vamvoudakis, J. Hespanha, B. Sinopoli, and Y. Mo. Detection in adversarial environments. Automatic 
Control, IEEE Transactions on, 59(12):3209–3223, Dec 2014. 

Attestation/Authentication 

L. Li, H. Hu, J. Sun, Y. Liu, and J. S. Dong. Practical analysis framework for software-based attestation 
scheme. In Formal Methods and Software Engineering - 16th International Conference on Formal 
Engineering Methods, ICFEM 2014, Luxembourg, Luxembourg, November 3-5, 2014. Proceedings, pages 
284–299, 2014.  

M. Krotofil, J. Larsen, D. Gollmann, The Process Matters: Ensuring Data Veracity in Cyber-Physical 
Systems, Proceedings of the 10th ACM Symposium on Information, Computer and Communications 
Security, pp. 133-144 

Y. Mo, S. Weerakkody, and B. Sinopoli. Physical authentication of control systems: Designing 
watermarked control inputs to detect counterfeit sensor outputs. Control Systems, IEEE, 35(1):93–109, 
Feb 2015.  

D. Trivellato, N. Zannone, and S. Etalle. GEM: A distributed goal evaluation algorithm for trust 
management. TPLP, 14(3): 293–337, 2014.  

J. Valente, C. Barreto, and A. Cardenas. Cyber-physical systems attestation. In Distributed Computing in 
Sensor Systems (DCOSS), 2014 IEEE International Conference on, pages 354–357, May 2014.  

Challenges and status 

M. Krotofil and D. Gollmann. Industrial control systems security: What is happening? In Industrial 
Informatics (INDIN), 2013 11th IEEE International Conference on, pages 664–669, July 2013.  

 Controls 

S. Galelli, A. Goedbloed, v. Schwanenberg, D., and P. Overloop. Optimal real-time operation of multi-
purpose urban reservoirs: a case study in Singapore. Journal of Water Resources Planning and 
Management, 140(4):511– 523, 2014.  
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D. Parekh, D. Ruths, and J. Ruths. Reachability-based robustness of network controllability under node 
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